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What is Project Spectrum?

Project Spectrum is a DoD-sponsored initiative that provides companies, institutions, and organizations with a 
comprehensive, cost-effective platform of cybersecurity information, resources, tools, and training. Our 
mission is to improve cybersecurity readiness, resiliency, and compliance of small/medium-sized businesses 
and the Defense Industrial Base (DIB) manufacturing supply chain through:

• Policy guidance

• A customized dashboard for monitoring cybersecurity progress

• Expert analysis and intelligence from senior cyber advisors

• Educational courses and materials

• Tool and platform reviews

• Customized cybersecurity compliance plans

• Cybersecurity Maturity Model Certification (CMMC) training
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Project Spectrum

https://projectspectrum.io

https://projectspectrum.io/
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• Project Spectrum operates under the authority of the 
— 2019 National Defense Authorization Act (NDAA) 
— Section 1644: Assistance for small manufacturers in the defense industrial supply chain and 

universities.
— 2021 National Defense Authorization Act
— Section 1724: Responsibility for cybersecurity and critical infrastructure protection of the defense 

industrial base.
— Section 1738: Assistance for small manufacturers in the defense industrial supply chain on matters 

relating to cybersecurity.

• We offer compliance with existing Defense Federal Acquisition Regulation Supplement (DFARS) regulations 
— 2019-D041 Interim Rule and its associated clauses (252.204-7008, 252.204-7012, 252.204-7019-21). 
— Regulations require compliance with National Institute of Standards and Technology (NIST) Special 

Publication (SP) 800-171 for the safeguarding of defense-relevant information and cyber incident 
reporting.

Federal Policy Compliance
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Policy Compliance
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Customized Dashboard
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Analysis and Intelligence from our Cyber Advisors
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Educational Resources
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Tool Review
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Journey to CMMC Level 1 Compliance 

CMMC Level 1 
prepared-ness 

for CMMC 
evaluation

Take the 
CMMC Level 1 

Readiness 
Check

Complete 
CMMC Level 1 
online course

Watch 
training 

videos for 
CMMC Level 1 

domains

Participate in 
a CMMC Level 

1 webinar

Register for 
Project 

Spectrum
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Mentor Protégé Program

• The U.S. Department of Defense (DoD) Mentor-Protégé Program (MPP) helps small businesses (Protégés) 
successfully compete for contract awards by partnering with large companies (Mentors) under individual, 
project-based agreements lasting two years or less.

• Mentor-Protégé Agreements (MPAs) provide business infrastructure developmental assistance and technology 
transfer.
— Examples of developmental assistance include human resources training, business development initiatives, 

capture management and proposal development training, or DCAA-compliant accounting system 
implementation training.

— Technology transfer can include implementation of specific technology that will provide a benefit to a 
DoD program, such as quality management systems or certifications.

Manufacturing Extension Partnership

• We are working together to provide small-to-medium-sized manufacturers with a self-directed platform for 
cutting-edge cybersecurity compliance training, tools, and other resources.

Project Spectrum Collaborations
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• Enroll MPP participants and other select companies.
— Target the Research and Development, Manufacturing, and Knowledge-based Service sectors.
—Accept companies that possess the necessary resources to respond to vulnerabilities identified by the 

program.

• The Pilot Program will: 
— Increase MPP participants’ compliance and cyber incident reporting.
— Foster measurable increases in cyber hygiene, compliance, and incident reporting.
— Provide exclusive educational materials, tools, and advisory services.

MPP Cybersecurity Pilot Program Objectives
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Cybersecurity for Defense Industrial Base MPP Pilot Program
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Manufacturing Extension Partnership
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Manufacturing Extension Partnership
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Small Business Support

• Collaborated with 49 PTACs – 1,900+ attendees
• Spoke at APTAC conferences

Procurement Technical Assistance Centers (PTACs)

• Level 1 & Level 3 webinars – 3,000+ attendees
• Level 1 online course – 500+ participants

CMMC Preparedness Training

• Videos are posted to projectspectrum.io and YouTube
• VOLTS | Cybersecurity Tips – 9,000+ views

Training Videos

• 13 events – 2,100+ attendees
• Speakers from the Office of the Secretary of Defense, Cybersecurity Maturity Model Certification –

Accreditation Body, and U.S. Small Business Administration 

Cyber Circuits
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Connect with Us

project
spectrum.io

MENTOR 
PROTÉGÉ 

PILOT 
PROGRAM

MONTHLY 
WEBINARS

SOCIAL 
MEDIA 

EMAIL
outreach@

projectspectrum.io
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Thank you
Kareem Sykes
Program Manager, Project Spectrum
www.projectspectrum.io
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